SSO Integration with Azure Active Directory

Configure Azure Active Directory as SAML Identity Provider:

Add an enterprise application
To add an enterprise application to your tenant:

Sign in to your Azure Account through the Azure portal.
Select Azure Active Directory.

Select Enterprise applications.

Select New application.

Select Create your own application.

Name the application, and Create.
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Basic SAML Configuration

1. Select Edit.
2. Setup the below and Save.
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Obtain Federation Metadata XML

1. Goto SAML Signing Certificate.

2. Download Federation Metadata XML (to be imported as Metadata File at LEXZUR).


https://www.app4legal.com/site/2010/
https://www.app4legal.com/site/2010/
https://your_domain/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://your_domain/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://www.app4legal.com/site/2010/

Home > Enterprise applications » Browse Azure AD Gallery > Appilegal >

Appdlegal | SAML-based Sign-on - %

Enterprise Application

T Upload metadatafile ) Changs single sign-on mode

= Test this application £ Got feadback?

L Overvign - .

s Unigus User 14 userussrprincipainams
[ Deployment Plan
Manage (2] SAML Signing Certificate 2 e
Il Properties k
: " Status
B Owners Thumbprint 2576ATETDEFABGAEECSEFAZICETCIFLEADICOTA

Expiration 3/15/2025, 955:08 AM

& Roles and seministratars Netifization Email omarzadysh@zopdlegaidavonmicrosafteom

App Federation Metsdats Url . 2843e41-5041..

88 Users and groups

Certificate (Based)
3 Single sign-on Ceriificate (Raw]

Federation Metzdata XML

¥ Provisioning

B application prosy
G Self-service o Set up AppdlLegal

You'll need to configurs the appiication to link with Azure AD,

Login URL [ rtepssoginmicrosotoniine.com/e2843e41-5c41... [y
Security Azure AD Identifier [ ttpsiprstawindows.net/e2843e41-5c4 1 tbeg-ab1...
® Concitionsl Accass Logout URL [ tpsitftogin microsoftonline com/e2843e41 Sed1_. |

. View step-by-step instructions
Permissions e

@ Token encryption

e Test single sign-on with AppéLegal
Activity

D Sign-inlogs Test to see f single sign-on is working. Users will nesd to be added to Users and groups before they can sign in.
fid Usage &insights “

E Auditiogs

Obtain Client ID & Client Secret

From App registrations in Azure AD, select your application.

Select Overview.

Copy Application (client) ID (to be pasted as Client ID at LEXZUR).

Select Certificates & secrets.

Select Client secrets New client secret.

Provide a description of the secret, and a duration. When done, select Add.

After saving the client secret, the value of the client secret is displayed. Copy this value because you won't be able to retrieve the key later (to
be pasted as Client Secret at LEXZUR).

NOUAWN R

<« C @ portalazure.com/#blade/Microsoft AAD_| pps/Appl ves 4cd20d-5003-40ab-b152-8ccaabedaca/objectld/1b3b37f0-1fe7-4640-abd5-17e0300905d6/isM! d R O -3 R N 0]

& EE N T (e omarsaadyEn@:p
roeizens

Home > App registrations >

App4legal = x
i App4leg

« T oekte B endpoins 9 review fstures

B overview

@ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart
A Essentials

# Integration assistant

Display name : AppaLegal Supported account types  ; My organization only
Manage Application (client) ID Redirect URIs, 1 web, 0 5pa, 0 public client
= 8randing Directory (tenant) ID Application ID URI : Add an Application ID URI

Object ID Managed application inl... : AppdLegal

Authentication

2
x
Certificates & secrets 1@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

11! Token configuration

= APl permissions 1@ Starting June 30th. 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be
upgraded to Microsoft Authentication Library MSAL) and Microsoft Graph. Learn more

& Expose 2n API

2 App roles | Preview

Cwners Call APIs Documentation

Roles and administrators | Preview Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples.

Microsoft Graph

Glossary

Help and Support

I Manifest

Support + Troubleshooting

& Troubleshooting

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

View API permissions

& New support request

Sign in users in 5 minutes

Client Secret

blocked URL

API Permissions

1. Select APl Permissions.


https://docs.microsoft.com/en-us/azure/active-directory/develop/media/howto-create-service-principal-portal/copy-secret.png

2. Select Add a permission Microsoft Graph.
3. Add the Following Permission.
() Refresh A Got feedback?

@ Successfully granted admin consent for the requested permissions,

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

= Add a permission  ~ Grant admin consent for App4Legal

API / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (3) pes
Directory.Read Al Application  Read directory data Yes @ Granted for App4legal
UserRead Delegated  Sign in and read user profile No @ Granted for App4legal
User.Read.All Delegated  Read all users' full profiles Yes & Granted for App4Legal
User.Read.All Application  Read all users full profiles Yes @ Granted for App4Legal
User.ReadBasic.Al Delegated  Read all uzers’ basic profiles No @ Granted for AppAlegal

4. Don't forget to grant admin consent for these permissions.

Configure LEXZUR as SAML Service Provider

Enable SSO in LEXZUR
1
2
3
4.
5
6

@ App4Lega| Dashboards ¥ Companies Contacts Matters » Tasks Contracts ¥ Money Docs » | Addw

. Sign in to your LEXZUR instance LEXZUR.

. Go to the Settings Single Sign On Setup .

. Select Azure Active Directory

Paste Client ID & Client Secret (copied before from Azure AD).
. Upload Metadata File (downloaded before from Azure AD).

. Click Save

Settings / Single Sign On Configuration

- Configuration
- ® None

Client ID*

(O] [ | | Azure Active Directory @

Client secret

ol o Onelogin & Metadata File Choose File | No file chosen

App4Legal Law Practice Management Solufion (8.3) | About App4legal | Support | Documentation Center

& AppdLegal

Import Users from Azure AD to LEXZUR

1. Gotothe Settings Users & Permissions Import Users from Azure Active Directory.
2. Look up the users and choose the appropriate User Group.


https://www.app4legal.com/app4legal-cc/public/app/signin

@App-t‘-Lega[ Dashboards » Companies Contacts Matters » Tasks Contracts * Money Docs ¥ Add =

Settings / Search Users | Import Users

Import Users from Azure Active Directory

Users to import *

Cunir Cusing e s e ~N@appdlegaldev.onmicrosoft.com) [x]
Start typing to select from possible maiches.

User Group* None B
None -
Accountant
Accountant-read-only
Administrator
Checkers
Head Of Legal
Lawyers
Makers
new accountant int Solution (8.3) | About AppdLegal | Support | Documentation Center

Secretary

System Administrator - @ APP4LEgal

For more information about LEXZUR, kindly reach out to us at help@lexzur.com.

Thank you!


mailto:help@app4legal.com.

	SSO Integration with Azure Active Directory

