OnelLogin SSO Integration

Configure OnelLogin as SAML ldentity Provider:

Register an application with OneLogin and create a service principal

. Sign in to your OnelLogin account.

. Select Apps Add Apps.

. Search for SAML Test Connector and choose it.
. Change the Display Name and Logo of the app.

. Click SAVE.

. Go to Configuration and setup the below:
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Login URL htt ps://ww. app4l egal . coni si t e/ xxxx/ users/ | ogi n_i dps/ onel ogi n

ACS (Consumer) URL* htt ps://ww. app4l egal . coni si t e/ xxxx/ sam / ww/ nodul e. php/ sam / sp/ sanl 2-acs. php
/ app4l egal - onel ogi n

SAML Recipient https://ww. app4l egal . coni si t e/ xxxx/ sam / ww/ nodul e. php/ sam / sp/ sanl 2-acs. php
/ app4l egal - onel ogi n

SAML Single Logout URL: | https://ww. app4l egal . con si t e/ xxxx/ sam / ww/ nodul e. php/ sanl / sp/ sanl 2-1 ogout . php
/ app4l egal - onel ogi n

ACS (Consumer) URL htt ps://ww. app4l egal . coni si t e/ xxxx/ sam / ww/ nodul e. php/ sam / sp/ sanl 2- acs. php
Validator* [ app4l egal - onel ogi n
Audience https://ww. app4l egal . coni si t e/ xxxx/ sam / ww/ nodul e. php/ sam / sp/ net adat a. php

/ app4l egal - onel ogi n

App Listing /
Add SAML Test Connector (SP Shibboleth) Cancel m
| Configuration Portal

Display Name

‘ AppaLegal

Visible in portal

Rectangular Icon square Icon

& App4legal @i

©) Upload an icon with an aspect-ratio of 2.64:1 as ©) Upload a square icon at least 512x512px as

‘ either a transparent .PNG or .SVG either a transparent .PNG or .SVG n

Applications /

SAML Test Connector (SP Shibboleth)

More Actions v

Application details

Info

Login URL

| Configuration St users/login_idps/onelogin

Parameters

ACS (Consumer) URL*
Rules rat el wpp -~ g SEMI/WWW/module php/saml/sp/sami2-acs php/app4legalonelogin
850 D *Required
Acoess

SAML Recipient
Users P ,

_ */samlwww/module php/saml/sp/sami2-acs.php/app4legal-onelogin

Privileges

SAML Single Logout URL
Setup

oot e - /saml/www/module php/saml/sp/sami2-logout php/appalegal-onelogin

ACS (Consumer) URL Validator*

et et e e g 'saMI/www/module php/saml/sp/sami2-acs php/app4legal-onelogin

(® *Required. Regular expression - Validates the ACS URL when initiated by an AuthnRequest

Audience

" 'saml/www/module. php/saml/sp/metadata. php/appdlegal-onelogin

RelayState

_'/dashboard



https://www.app4legal.com/site/2010/
https://www.app4legal.com/site/2010/
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://www.app4legal.com/site/2010/
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://www.app4legal.com/site/2010/
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-logout.php/app4legal-onelogin
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-logout.php/app4legal-onelogin
https://www.app4legal.com/site/2010/
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/saml2-acs.php/app4legal-onelogin
https://www.app4legal.com/site/2010/
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/metadata.php/app4legal-onelogin
https://YOUR_DOMAIN/saml/www/module.php/saml/sp/metadata.php/app4legal-onelogin

7. Goto More Actions download SAML Metadata (to be imported as Metadata File at Lexzur).
8. Go to Parameters and add new field called "email" with the value of the user email.
9. Goto Users add the concerned users to this app

onelogin  Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers jrade r'y OTest

Users /
o More Actions ~ Save User
; Omar Saaidyeh -
User Info

Authentication I

Default
| Applications

Devices

AppdLegal omar@email com Admin-configured

Activity

Create Client ID & Client Secret

. Go to Developers API Credentails

. Click New Credentials

. Create new API credential

. Copy Client ID & Client Secret (to be pasted at Lexzur).
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Configure OnelLogin as SAML Service Provider

Enable SSO in Lexzur
1
2
3
4.
5
6

@App‘i-Lega[ Dashboards » Companies Contacts Matters » Tasks Contracts ¥ Money Docs 3 | Addw

. Sign in to your Lexzur instance Lexzur.

. Go to the Settings Single Sign On Setup .

. Select OnelLogin

Paste Client ID & Client Secret (copied before from OneLogin).
. Upload Metadata File (downloaded before from OnelLogin).

. Click Save

Settings / Single Sign On Configuration

B Configuration
J ® None

Client ID* Ty P,
@] = Azure Active Directory ©
Client secret* -
fIuLo s
® o Onelogin @ Metadata File Choose File | No file chosen
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Import Users from OneLogin to Lexzur


https://www.app4legal.com/app4legal-cc/public/app/signin

1. Go to the Settings Users & Permissions Import Users from OneLogin.
2. Look up the users and choose the appropriate User Group.

@App-d.Lega[ Dashboards * Companies Contacts Matters » Tasks Contracts *+ Money Docs

Settings

Search Users

Import Users

Import Users from Onelogin

Users to import *

User Group*

Ciminar Suasdiytn (e ssmemm ey <@ PP 4legaldey.

Start typing to select from possible maiches.
None

None

Accountant
Accountant-read-only
Administrator
Checkers

Head Of Legal
Lawyers

Makers

new accountant
Secretary

System Administrator
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